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Handling customer payments is a core part of any business 

aviation company’s daily routines. Yet this basic task can be rife 

with complications — one of which is adequately protecting your 

customers’ credit card information.

 

Security breaches can happen in multiple ways, which is why the 

Payment Card Industry Data Security Standard (PCI DSS) exists. 

This global standard consists of 12 steps that outline how to 

protect your business’s technical and operational systems and 

safeguard cardholder data.

 

We wanted to make it easy to understand and stay on top of PCI 

compliance, so we have put together this introductory guide with 

summaries of each of the 12 points. Remember, while PCI DSS 

may sound technical and intimidating, it really is a straightforward 

guide to “locking the doors” on all your business’s systems. For 

more in-depth instructions on compliance, please refer to the PCI 

security standards website. 

THE PAYNODE GUIDE TO PCI COMPLIANCE



No one from outside your organization should be able to gain 

access to your network. This is the function of a firewall: to restrict 

traffic from “untrusted” networks. Make sure that your hardware 

or software firewalls apply to all connections to cardholder data, 

including wireless. 

INSTALL AND MAINTAIN A FIREWALL 
CONFIGURATION TO PROTECT CARDHOLDER DATA

DO NOT USE VENDOR-SUPPLIED DEFAULTS 
FOR SYSTEM PASSWORDS AND OTHER 
SECURITY PARAMETERS

PROTECT STORED CARDHOLDER DATA

Keeping system default usernames and passwords, like “Admin” 

and “password123,” is as risky as leaving your store physically 

unlocked when you go home for the night. These passwords are 

widely known, so you should change them immediately upon 

deploying new systems.

The first rule of thumb is: if you don’t need to keep your customer’s 

credit card data, don’t. If it’s necessary, then make sure that the 

sensitive data on the magnetic stripe or chip is never stored. Second, 

if you are storing your customer’s Primary Account Number (PAN), 

you need to render it unreadable. 
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When transmitting credit card information across the Internet, it’s 

crucial that the information is encrypted as it moves. Furthermore, 

never send PANs by end-user messaging technologies, such as 

email, instant messaging, or chat. Simply because you can’t be sure 

of who has access to this data.   

ENCRYPT TRANSMISSION OF CARDHOLDER DATA 
ACROSS OPEN, PUBLIC NETWORKS

USE AND REGULARLY UPDATE ANTI-VIRUS 
SOFTWARE OR PROGRAMS

DEVELOP AND MAINTAIN SECURE SYSTEMS 
AND APPLICATIONS 

It may be a pain, but make a habit of updating your anti-virus 

software or programs every time they are released. Malicious viruses 

can enter the network via a user’s email or other online activities, so 

it’s necessary to have a fully-functioning “immune system” in place to 

protect against malicious software threats. 

In general, no cardholder data should ever be stored unless it’s 

necessary to meet the needs of the business. Sensitive data on the 

magnetic stripe or chip must never be stored. If your organization 

stores PAN, it is crucial to render it unreadable (see 3.4, and table 

below for guidelines).
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The more people that have access to cardholder data, the more 

vulnerable it becomes. Restrict access to specifically authorized 

personnel that are dealing with payments, i.e. that “need to know” 

in order to carry out their job responsibilities. 

RESTRICT ACCESS TO CARDHOLDER DATA BY 
BUSINESS NEED-TO-KNOW

ASSIGN A UNIQUE ID TO EACH PERSON WITH 
COMPUTER ACCESS

RESTRICT PHYSICAL ACCESS TO 
CARDHOLDER DATA

Keep track of who is entering the system by assigning a unique 

identification (ID) to each person that has been granted authorized 

access. This helps ensure that actions performed in the system are 

performed by, and can be traced back to, known users. 

Devices, data, systems and hard copies stored onsite are at risk of 

being accessed or stolen by an intruder. It’s important to limit and 

monitor access to these storage locations, as well as to have a clear 

system that distinguishes between “onsite personnel” and “visitors.” 

Additionally, physical cardholder data should be destroyed when it’s 

no longer needed for business or legal reasons.  
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The ability to track and record user activity in a system is critical for 

vulnerability management. If something should go wrong, these logs 

help determine where and how the system was compromised. 

TRACK AND MONITOR ALL ACCESS TO NETWORK 
RESOURCES AND CARDHOLDER DATA

REGULARLY TEST SECURITY SYSTEMS 
AND PROCESSES

If you don’t test where you are vulnerable, someone else might 

do it for you! Keep up a regular testing schedule for all system 

components, processes and custom software. Whenever a new 

system is implemented or reconfigured, be sure to test its security 

controls immediately. 
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MAINTAIN A POLICY THAT ADDRESSES 
INFORMATION SECURITY FOR ALL PERSONNEL

Ensure that all personnel are on the same page when it comes to 

the importance of protecting cardholder data. Clearly outline their 

expected duties related to security and reinforce their responsibilities 

for protecting the company’s customers from fraud. 
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Being PCI compliant is necessary for every 

entity in the aviation industry dealing with 

credit card payments. For the most part, it’s 

about maintaining common sense security 

protocols over time. If it feels overwhelming, 

there are plenty of professional companies and 

consultants that can help you upgrade your 

security infrastructure and guide you through 

each step of becoming compliant. 

CONCLUSION

FOR SPECIFIC INFORMATION FROM EACH 

CREDIT CARD PROVIDER PLEASE REFER TO:

American Express: www.americanexpress.com/datasecurity

Discover Financial Services:  www.discovernetwork.com/fraudsecurity/disc.html

JCB International: www.jcb-global.com/english/pci/index.html

MasterCard Worldwide: www.mastercard.com/sdp

Visa Inc: www.visa.com/cisp

Visa Europe: www.visaeurope.com/ais

Read more at the PCI website: https://www.pcisecuritystandards.org/

Disclaimer: This guide is designed to give you an overview of the PCI requirements for 

merchants. It’s based on information from the PCI standards website. PayNode does not take 

responsibility for any inaccuracies in the guide. 

Please refer to https://www.pcisecuritystandards.org/ to make sure you understand the full scope 

of the PCI security standards.


